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A Cost-Effective Route to Enhanced

Process Safety



A Word To Our Readers

If you are responsible for the safe operation of industrial processes, you know that
successful risk reduction means implementing measures that satisfy the concerns
of all of your stakeholders while meeting the competitive needs of your business.
Two factors, in particular, can help companies make sound—and cost-effective—
decisions about managing risk: accurate data about hazards and risks, and the
systematic use of those data, early and often, in the design process.

In this issue of Interfaces, Georges Melhem and R. Peter Stickles of Arthur D.
Little’s Environmental, Health, and Safety Consulting business present a rigorous,
systematic approach to integrating risk and safety thinking into process safety
design. The approach they outline enables businesses in process industries to,
make better, more cost-effective decisions about reducing risk. It opens the door
to innovative solutions for process safety design challenges. And its outcomes help
companies meet regulatory requirements for documenting how safety issues are
addressed in process design.

At Arthur D. Little, we have been helping organizations around the world apply

~ the best technology and management knowledge to environmental, health, and

safety challenges for over 50 years. We hope you find this discussion valuable, and
we welcome your comments on this topic and on your experiences with process

safety design.

Sincerely,

) Noes™

J. Ladd Greeno
Senior Vice President and Managing Director

© 1997, Arthur D. Little, Inc. All rights reserved.



Risk-Based Design

A Cost-Effective Route to Enhanced Process Safety

Making decisions about risks is intrinsic to
process safety design. Traditionally, to create
a core design for a new process, engineers
examine how the system could break down,
determine the impact of system failures, and
estimate their likelihood. Evaluating these
issues produces a continuous stream of risk-
related design decisions. All too often, how-
ever, these decisions have been based on
perceptions, not measurements, of risk.

The result can be an unsystematic and
incomplete design process, leading to inade-
quate, overly costly, or incompatible risk-
reduction solutions. Moreover, when the
process for determining the design basis
lacks consistency; it is difficult to know
whether the same risk-management philoso-
phy supports all of a company’s risk decisions.

- Now, by basing process safety design and
decision-making on a systematic, risk-based
approach, companies can improve their

ability to understand and reduce risk, control process safety costs, and protect

their investments and reputations. As risk-based thinking—already well estab-
lished in other business areas—gains ground in process safety, it can also help
managers translate the technical complexities of risk analysis into clear messages
about risks and options.

Nine Steps to Cost-Effective Risk-Based Design

Working with leading companies and industry organizations in the process
industries, Arthur D. Little has developed a risk-based design approach with a
disciplined, highly consistent thought process and flexible implementation options
(Figure 1). This approach integrates safety where it belongs: at each stage in the
design cycle, including laboratory, pilot, production design, and operation. The
technique can be grafted onto current design approaches because it derives from
process design engineers’ characteristic problem-solving methods. Moreover, it
can be applied to all design cases, from the simplest to the most complex.
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Equally important, systematic risk-based design helps engineers focus safety think-

ing at the earliest design stages, where the most cost-effective solutions to safety
T challenges tend to be found. And while

isk-based design leads it supports a disciplined thought

o ) ) process, it also opens the door to

k-reduction solutions. greater creativity and innovation in
risk reduction by increasing the range
of p0551b1e solut1ons and bringing attention to risk-reducing options that may be
overlooked in traditional approaches.

Our approach traces the most efficient possible path through the risk-assessment
process. In the nine steps that follow, review and reassessment loops come into
play only as needed.

1. Identify failure scenarios. When designers have established a core process design,
they can address failure scenarios that might require a process safety system.
Process hazard analysis techniques and past experience provide information

on possible failure scenarios. ‘
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risk is a critical part of risk- based d651gn
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2. Estimate the consequences. In this step, designers establish the consequences of
the failure scenarios identified in Step 1. These scenarios typically involve quality,
safety, health, and environmental impacts. Consequences of interest include fires,
explosions, toxic materials releases, and major equipment damage. Some potential
consequences can be determined through direct observation, engineering judg-
ment, or the use of qualitative consequence criteria. Other cases require experi-
mentation or analytical approaches such as the calculation of maximum hazard
distances of vapor cloud dispersion.

3. Determine the tolerability of the consequences. Accomplishing this requires guidance
from established tolerability criteria. These include company-specific criteria,
engineering codes and standards, industry initiatives such as Responsible Care®,
and regulatory requirements.

4. Estimate likelibood and risks. Estimates of likelihood rest upon an understanding
of how, and how often, failure scenarios such as those identified in Step 1 might
occur. When historical data are available about equipment and processes, these
data can be used to estimate failure scenario frequency. When data are lacking,
methods such as fault tree analysis help in developing quantified estimates.
Measures of risk are arrived at by combining risk and consequence estimates.

A detailed review of methods for combining likelihood and consequence estimates
to obtain risk measures can be found in process safety literature. Some cases can be

Figure 1: The Technique
for Safety Design
Basis Selection

Interfaces 3



resolved through comparisons with similar systems or through the use of qualita-
tive tools such as risk matrices. Others will require quantified approaches such as
risk profiles and risk contours.

S. Determine risk tolerability. Determining risk tolerability means asking “Can we—
and our stakeholders—tolerate this level of risk?” Guidance on tolerable levels of
s risk can be gained from established risk
10t be eliminated, criteria. If the criteria, when applied,
R indicate a tolerable level of risk, then
g levels that stake- the design of the process or the emer-
gency relief system is satisfactory from
a risk standpoint. If the criteria indicate
intolerable risk, the next step is to reduce risk through further design refinements.

6. Consider enbanced and/or alternative designs. This step is an opportunity to
consider the entire process design and define changes that can reduce risk to a
tolerable level. CCPS has classified risk-reduction concepts, in declining order
of reliability, as follows: inherently safer, passive, active, and procedural.

7. Evaluate enbancements and/or alternatives. A design change intended to reduce
risk can introduce new failure scenarios and new risks. Therefore, the evaluation
of design changes should treat these changes as an integral part of the process.
Following Steps 1 through 4, the review should re-estimate process risk. The
review should also estimate the cost of the proposed changes.

8. Determine tolerability of risk and cost. As in Steps 3 and 5, established risk
criteria can provide guidance on risk tolerability. Cost becomes an issue in this
step because, like all designs, process safety designs must meet business criteria.
Coupling estimates of cost and risk reduction provides a basis for assessing

the cost/benefit tradeoff of each alternative design or mitigation solution. The
cost/benefit analysis can be qualitative or quantitative. A quantitative approach
is especially useful when a large number of competing process safety systems are

. being considered. If the analysis yields tolerable risk and cost for a design option,
the results should be documented (Step 9). If not, it may be necessary to consider
design enhancements and alternatives (Steps 6 through 8).

9. Document results. The failure scenarios and associated consequence, likelihood,
and risk estimates developed during this process document the design basis for
process safety systems and emergency relief systems. Documentation retains
essential information for risk management situations such as hazard evaluations,
management of change, and subsequent design projects. When the findings from
Step 3 or Step 5 show that consequences and risk meet tolerability criteria, results
still need to be documented. Doing so will cut down on needless repetitions of the

analysis and ensure that design or operational changes reflect an understanding of
the baseline risk of the design.
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Guidelines for Risk Tolerability

Underlying this entire approach is the understanding that risk levels range along a
continuum. In most cases, risks cannot be eliminated, only reduced to a level that
everyone who has a stake in the activity or process finds acceptable. Because atti-
tudes about the tolerability of risks are not consistent, there are no universal norms
for risk tolerability. What your stakeholders view as a tolerable risk will depend on
anumber of factors, including the following:

* The nature of the risk. Is it a voluntary risk, one that those who are at risk accept
as part of a choice? Or is it involuntary?

® Who or what is at risk. Does it affect a single person or many people? What about
the surrounding environment? Is it an industrial landscape already altered by
past uses, or a pristine or prized natural setting? Are areas such as schools or
residential neighborhoods or resources such as water at risk?
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* The degree to which the risk can be controlled or reduced. Process safety design, and
especially emergency relief system design, focuses in large part on this issue.
Making the case for a “tolerable” risk requires that the methods supporting the
design basis be technically sound and defensible, clearly documented, and accurate.

® Pust experience. Uncertainty regarding the risk impact influences the risk taker’s
level of tolerance. For example, the average person understands and accepts the
risk of driving an automobile but is uncertain about the risk of nuclear power
generation. ’

Companies that have successfully established risk criteria focus on attaining consis-
tency in thelr decisions about risk. These criteria typically represent levels of risk
: that the company believes will mini-
BTI aisaco rporate  mize impacts to continued operations.
B ; : Risk criteria should also fit with a
' d requires senior company’s philosophy and culture and
olvement. match the type of analysis its engineers
o normally conduct in the design stage.

The selection of appropriate risk criteria is a corporate responsibility and requires
the involvement and support of senior management, as it establishes the levels and

types of risks the company will tolerate.

Once a company has established specific risk criteria, these can be used to check
outcomes throughout the design process, at Steps 3, 5, and 8 of the approach
outlined above. This iterative approach builds consistency into the process and
increases the likelihood of making risk-based choices early in design—where they
are often most cost-effective. '

6 Risk-Based Design



Interfaces 7



Design Solutions: Making the Right Decision

The best decisions about safety and risk reduction in process design bring together
technical sophistication and clear business objectives. Decisions about risk should
provide definite business value and fit into the business context: what is the busi-
ness plan for this facility or process? They should reflect consistent thinking and
standards for risk tolerability levels. And they need to be in line with an appropri-
ate cost structure for the safety compo-

risk should provide  nentofaprocess.

s value. Understanding the core types of design
choices for safety can help engineers
rank their options and introduce modifications where they can do the most good
for the least cost. Most design solutions for reducing risk fall into one of these
categories:

* Inherently safer—eliminates or mitigates identified hazards by substituting less-
hazardous materials and process conditions. Inherently safer solutions tend to
require relatively high capital costs, offset by relatively low operating costs.
Examples include substituting water for a flammable solvent and reducing large
inventories of hazardous “intermediates.”

* Passive—ofters high reliability by operating without active devices that sense
or respond to process variables. Like inherently safer design choices, passive
systems often require a relatively high initial investment offset by relatively low
operating costs. Examples include incompatible hose couplings for incompatible
substances, equipment designed to withstand high-pressure hazards, and dikes
that contain hazardous inventories.

* Active—uses devices that monitor process variables and trigger mitigation and
control systems. Active systems can be less reliable than inherently safer or
passive systems because they require more maintenance and more detailed
operating procedures. They typically require moderate capital costs, followed
by somewhat greater operating costs. Examples include check valves and regula-
tors, pressure safety valves or rupture disks that prevent vessel overpressure, and
high-level sensing devices that interlock with inlet valves and pump motors
to prevent overfilling.

* Procedural—avoids hazards by requiring someone to take action. The capital cost
of a procedural system is generally low, but operating costs, including staffing
and training, can be high. Reliability, which rests on human variables such as
company safety culture and the correct use and handling of mechanical devices,
tends to be low. Examples of procedural approaches include manually closing
a valve after an alarm sounds or carrying out preventive maintenance to reduce

the likelihood of equipment failure.
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Risk-based
safety design

Traditional process
safety design

When deciding among the hierarchy of mitigation options, designers should avoid
the “project mentality” pitfall: focusing only on minimizing capital cost. Nor can
they simply select the most reliable approach. The key to successful risk reduction
choices is to exploit the systematic design process’s detailed technical information
about risks and hazards to judge the actual merits and disadvantages of each plausi-
ble solution. It is also important to examine the life-cycle costs of each option
before making decisions (Figure 2).
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Figure 2: Comparison of Cost and Functional Attributes for Design Categories (typical trends)

Consider the case of a company that was handling a very energetic substance

with a highly hazardous reaction. After several incidents, the company was now
reviewing two options for reducing the risk posed by the substance. The first—
total containment of the substance in a vessel rated to withstand a maximum pres-
sure level of 1,200 psi—was an inherently safer approach. However, the cost of this
vessel was very high. Furthermore, using such a vessel meant having it sit continu-
ally within the facility at a very high pressure—a hazard in and of itself.

The second option was to construct a catch system and allow the reactor to acti-
vate an emergency pressure relief system. This required a reactor vessel with a

. lower pressure rating and a large vessel
cle costs of each o beused as a catch/quench tank.

: "This approach was less expensive, but
gn option before it required the facility to deal with the
potential of a hazardous effluent and
to address the reliability of the relief
system. At the same time, the pressure relief/catch system was found to provide a
tolerable risk level overall. The company chose to take advantage of this option’s
lower cost and to implement mitigation measures that helped attain a tolerable
level of risk.
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Meeting Stakeholder Needs

Safe design has long been a priority in the process industries. Today, process indus-
try companies need to be certain that their stakeholders trust how they manage the
environmental, health, and safety implications of industrial activities. A safe—and
documented—design basis, together with a formal safety management system and
safety practices, procedures, and training, is critical for providing the level of confi-
dence required for risk management.

In recent years, regulations and industrial standards for tolerable risk have become
increasingly stringent. This trend reflects a convergence of public opinion, govern-
ment regulations, and industry initiatives. The momentum for controlling and
reducing risk is likely to continue, with leading companies in process industries
setting standards that go well beyond what is required. v

At the same time, risk managers and environmental managers at many companies
face unremitting pressure to run their activities “lean” and control and justify
costs. Risk-based design can be a key piece in a successful company’ toolkit for
reaching decisions about process safety design that integrate risk reduction and
cost advantages without compromising on safety. By communicating options
clearly to all concerned stakeholders and by addressing the full life-cycle cost of
different options, risk-based design enhances the business value of process safety
activities. Companies that are gaining the benefits of reduced risk—and reduced
risk management costs—find their competitive position strengthened by lower
capital costs and by a more secure franchise to operate.

Message for Managers

For companies that use a systematic, disciplined approach to incorporating risk thinking
in process design, significant opportunities exist for gains in cost saving, profit protection,
and risk reduction. These gains will be based on risk-reduction decisions that are smart
about business issues, technically sound, and properly documented.
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